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1. Purpose, Scope, and Definitions
1.1 Purpose
This policy establishes guidelines and requirements governing the use of artificial intelligence tools by all personnel of [FIRM NAME] (the “Firm”). The purpose of this policy is to enable the responsible use of AI consistent with the Firm’s professional and legal obligations, not to prohibit AI use, but to ensure that it is undertaken competently, ethically, and in a manner that protects clients and the Firm.
1.2 Definitions
“AI Tools” means any software that generates text, images, or code; analyzes or classifies data; or provides recommendations using machine-learning, large language models, or similar techniques. This includes but is not limited to legal research platforms with AI features, generative AI chatbots, document drafting and review tools, e-discovery analytics, transcription services, practice management AI features, and any internally developed AI systems.
“Generative AI” means AI tools that create new content (text, images, videos, code, audio) based on prompts or inputs, including but not limited to large language models such as ChatGPT, Claude, Google Gemini, Microsoft Copilot, and Perplexity.
1.3 Scope
This policy applies to all partners, associates, of counsel, paralegals, legal assistants, administrative staff, contract attorneys, vendors, and any other individuals performing work on behalf of the Firm. It governs the use of AI tools in connection with any Firm business, whether performed on Firm devices, personal devices, or any other equipment, and whether in firm offices or working remotely.
2. Ethics and Professional Responsibility Anchors
	Core Principle: Treat AI output as you would an untested draft from a law clerk or recent graduate, helpful as a starting point, but requiring careful review and professional judgment before use. AI tools are aids and supplements to professional judgment, not replacements for it.



This policy is grounded in and must be read in conjunction with the Firm’s obligations under the Rules of Professional Conduct. AI use at the Firm implicates the following core duties, among others:
1. Competence (Model Rule 1.1): Lawyers must maintain competence in technology relevant to their practice, including understanding how AI tools work, their capabilities, and their limitations.
1. Confidentiality (Model Rule 1.6): Lawyers must take reasonable steps to prevent the unauthorized disclosure of client information, including when using AI tools that may store, process, or transmit client data.
1. Communication (Model Rule 1.4): Lawyers must keep clients reasonably informed about the means by which their matters are being handled, which may include material use of AI.
1. Candor to the Tribunal (Model Rule 3.3): Lawyers must not make false statements of law or fact to a court, including submitting AI-generated citations or authorities without verifying their existence and accuracy.
1. Meritorious Claims (Model Rule 3.1): Lawyers must not assert claims or contentions without a basis in law and fact. Whether a baseless argument originates from AI or from the lawyer’s own research is irrelevant, the lawyer is responsible for every argument made.
1. Conflicts of Interest (Model Rules 1.7 and 1.9): Lawyers must be vigilant in identifying and addressing potential conflicts of interest arising from the use of AI systems. Because large language models may retain or learn from inputs, entering confidential client information into AI tools that lack adequate safeguards could risk using information from one representation to inform another, implicating duties to both current and former clients.
1. Supervisory Responsibilities (Model Rules 5.1 and 5.3): Partners and supervising lawyers must ensure that the conduct of lawyers and nonlawyers they supervise, including their use of AI, conforms to professional obligations. Where AI functions like a human assistant, Rule 5.3 should apply with the same force: lawyers should consider whether an AI tool can satisfy the Rules of Professional Conduct to the same extent as a person hired to complete the same tasks.
1. Fees (Model Rule 1.5): Fees must be reasonable. If AI substantially reduces the time or effort required for a task, billing must reflect that reality. Fees may be adjusted through value added billing or use of flat fees when appropriate.
1. Unauthorized Practice (Model Rule 5.5): AI tools must not be permitted to provide autonomous legal advice or perform functions that constitute the practice of law without proper attorney oversight.
1. Truthfulness and Misconduct (Model Rule 8.4(c)): It is professional misconduct for a lawyer to engage in conduct involving dishonesty, fraud, deceit, or misrepresentation. Submitting AI-generated content without verification, or representing AI-generated work as the product of independent legal analysis when it has not been reviewed, may implicate this Rule.
[Firms must substitute their jurisdiction’s specific rule numbers and language where they differ from the ABA Model Rules. See also ABA Formal Opinion 512 (2024) and, for Pennsylvania practitioners, Pennsylvania Bar Association/Philadelphia Bar Association Joint Formal Opinion 2024-200, for guidance on lawyers’ ethical responsibilities when using generative AI.]
AI cannot replace a lawyer’s professional judgment. Lawyers remain fully responsible for all work product bearing their name or the Firm’s name, regardless of whether AI tools were used in its preparation.
3. Approved Tools and Acceptable Uses
3.1 Approved Tools List
The Firm maintains an official list of approved AI tools that personnel are authorized to use in connection with Firm business. Only AI tools that have been reviewed and approved by [DESIGNATED AUTHORITY] may be used for any work-related purpose. The current list is maintained at [LOCATION] and will be updated as tools are evaluated.
[Throughout this policy, “Designated Authority” refers to the person or group responsible for AI governance at the Firm. In most firms, this will be the Managing Partner, General Counsel, IT Director, or an AI/Technology Committee. For solo practitioners, the Designated Authority is the attorney themselves, and the obligations in this policy apply to their own self-governance. Identify this person or group before adopting the policy.]
The current approved tools include:
1. [Tool Name] – [Brief description and any restrictions on use]
1. [Tool Name] – [Brief description and any restrictions on use]
1. [Tool Name] – [Brief description and any restrictions on use]
[Add or remove tools as applicable to your firm.]
3.2 Categories of AI Tools to Evaluate
Personnel may not realize that many tools they use daily incorporate AI features. The Firm should evaluate tools in each of the following categories:
1. Legal Research Platforms: Tools with AI-assisted research, case analysis, or brief analysis features (e.g., Westlaw, Lexis+, CaseText/CoCounsel, Vincent AI, Fastcase).
1. Document Drafting and Review: AI-powered contract review, document assembly, or drafting assistants.
1. General-Purpose AI Chatbots: Consumer and enterprise large language models (e.g., ChatGPT, Claude, Google Gemini, Microsoft Copilot, Perplexity).
1. Practice Management AI Features: AI capabilities embedded within the Firm’s practice management, billing, or case management software.
1. Transcription and Dictation: AI-powered transcription for depositions, meetings, dictation, or client calls.
1. E-Discovery and Document Review: Technology-assisted review (TAR), predictive coding, and AI-powered document classification.
1. Marketing and Communications: AI tools used for website content, social media, newsletters, or business development.
1. Translation Services: AI-powered translation tools for multilingual communications or documents.
1. Client-Facing Systems: Chatbots, intake triage tools, FAQ assistants, or client portal AI features.
3.3 Permitted and Prohibited Uses
The following table provides general guidance on permitted and prohibited uses by category. All permitted uses require appropriate human review as described in Section 6.


	Category
	Typical Tools
	Allowed Uses (with Review)
	Prohibited Uses

	Research / Analytics
	AI-enhanced research platforms, search tools
	Issue spotting, case summaries, draft arguments, research lead generation
	Citing law without checking primary sources; relying on AI-only citations

	Drafting / Writing
	GenAI assistants, brief/contract tools
	First drafts, alternative clauses, tone adjustments, outlines, summaries
	Final briefs/opinions sent without human editing and review

	E-Discovery / Review
	TAR, analytics, clustering tools
	Prioritizing review, pattern detection, deduplication
	Delegating privilege calls entirely to the tool

	Client-Facing Systems
	Chatbots, intake triage, FAQ assistants
	Scripted FAQs, routing, intake questionnaires (supervised)
	Giving individualized legal advice autonomously

	Internal / Admin
	GenAI tools, marketing AI, templates
	Meeting agendas, checklists, marketing drafts, brainstorming, internal summaries
	Bypassing Firm review processes; entering confidential data into unapproved tools



[Customize this table to reflect your firm’s practice areas and risk tolerance.]
3.4 When to Default to Non-AI Methods
Certain types of work should default to traditional, non-AI methods due to their complexity, sensitivity, or risk profile. These include:
1. Highly novel legal issues where there is limited or no established precedent
1. Complex constitutional arguments or questions of first impression
1. Matters involving vulnerable clients, including minors, individuals with diminished capacity, or clients in crisis
1. Situations where a client, court order, or engagement letter prohibits AI use
1. Any matter where the responsible attorney determines that AI assistance introduces unacceptable risk
3.5 Prohibited Use of Unapproved Tools
Firm personnel are strictly prohibited from using any AI tool that has not been approved by the Firm for work-related purposes. This includes consumer-grade AI chatbots, free online AI tools, browser-based AI assistants, AI-powered plugins or extensions, and any tool accessed through a personal account that has not been vetted by the Firm. If you believe an AI tool would benefit your work, you must submit a request for evaluation to [DESIGNATED AUTHORITY] before using it.
3.6 Evaluation Criteria for New Tools
Before any AI tool is approved for use, it will be evaluated based on the following criteria:
1. Data privacy and security practices, including whether client data is used to train the AI model
1. Compliance with applicable ethical obligations and Rules of Professional Conduct
1. Terms of service, including data retention, sharing, and deletion policies
1. Whether the tool offers an enterprise or professional tier with enhanced privacy protections
1. The tool’s track record for accuracy and reliability
1. Whether the tool’s outputs can be verified and reviewed by qualified personnel
1. The vendor’s reputation, financial stability, and responsiveness to security concerns
1. Data residency and jurisdictional considerations, including compliance with international data protection regulations such as GDPR for firms with cross-border practices
3.7 Malpractice Insurance Considerations
Before implementing AI tools, the Firm should consult with its malpractice insurance carrier to understand how AI use may affect coverage. Some legal malpractice insurance carriers have begun to limit or exclude coverage for AI-related errors, and some policies now restrict firms from using AI to prepare documents filed with courts. The Firm should confirm that its use of AI tools is consistent with the terms of its malpractice policy and should disclose its AI practices to its carrier as required. Any changes to the Firm’s AI practices should prompt a review of malpractice coverage.
4. Shadow AI Use, Improper Data Entry, and IT Oversight
4.1 Prohibition on Shadow AI Use
The use of any AI tool that has not been approved by [DESIGNATED AUTHORITY] in connection with Firm business is prohibited, regardless of whether the tool is accessed on a Firm device, personal device, mobile application, or browser. This prohibition includes AI tools embedded within other software, browser extensions with AI capabilities, AI-powered features within personal productivity apps, and any tool accessed through a personal account that has not been vetted and approved by the Firm. The fact that a tool is free, publicly available, or marketed to legal professionals does not authorize its use. Personnel who are unsure whether a particular tool qualifies as AI or whether it has been approved should consult [DESIGNATED AUTHORITY] before use.


4.2 Improper Data Entry
Even when using Firm-approved AI tools, personnel must not enter information that exceeds what is necessary for the task at hand or that violates the data handling requirements of this policy. Improper data entry includes, but is not limited to, entering client-identifying information into a tool that has not been approved for use with confidential data; entering protected health information (PHI), personally identifiable information (PII), or information subject to a protective order into any AI tool without express authorization; copying entire client files, engagement letters, or privileged communications into AI prompts; and entering financial account numbers, Social Security numbers, immigration records, or similarly sensitive data. Personnel should use anonymized or placeholder information whenever possible and should limit all AI inputs to the minimum information necessary to accomplish the task.
4.3 IT Monitoring and Enforcement
The Firm’s IT department [or managed service provider] is authorized to monitor network traffic, software usage, and device activity to detect unauthorized AI tool use and improper data entry. Monitoring may include reviewing web traffic logs for access to known AI platforms not on the approved list, monitoring software installation and browser extension activity on Firm devices, auditing API calls or data transfers to external AI services, and reviewing endpoint activity for patterns consistent with unauthorized AI use. [The Firm will implement technical controls where feasible, including DNS-level blocking of unapproved AI platforms, browser extension management policies, and data loss prevention (DLP) tools configured to flag sensitive data patterns in outbound traffic to AI services.] IT will report suspected policy violations to [DESIGNATED AUTHORITY] for investigation. Personnel should be aware that use of personal devices or networks to circumvent these controls for Firm business purposes remains a violation of this policy.
[Determine whether your firm will allow monitoring and exactly what that means. If you use an outside vendor this in and of itself could create confidentiality issues. Make certain any outside vendors understand and apply legal ethical principles.]
5. Confidentiality, Data Handling, and Vendor Obligations
5.1 General Obligation
Attorneys have an ethical duty to protect client confidentiality under the Rules of Professional Conduct. All personnel must exercise extreme caution to ensure that no confidential, privileged, or sensitive client information is disclosed to any AI tool in a manner that could compromise that duty.
5.2 Consumer AI Tools and Redaction Requirements
If Firm permits the use of any consumer-grade or general-purpose AI tools, all client-identifying and sensitive information must be redacted or anonymized before any data is entered into the tool. This includes but is not limited to:
1. Client names, including individual and entity names
1. Case numbers, matter numbers, and docket numbers
1. Addresses, phone numbers, email addresses, and other contact information
1. Social Security numbers, financial account numbers, and tax identification numbers
1. Medical records, health information, and any information protected by HIPAA or similar regulations
1. Dates of birth, dates of incidents, and other potentially identifying dates
1. Protected health information (PHI) and personally identifiable information (PII)
1. Any information that could reasonably be used to identify a specific individual or matter
Personnel should use generic placeholders (e.g., “Client A,” “Company X,” “[City]”) when interacting with such tools. If you are unsure whether information should be redacted, err on the side of caution and redact it, or consult with [DESIGNATED AUTHORITY].
5.3 Enterprise and Legal-Specific AI Tools
Even when using Firm-approved enterprise or legal-specific AI tools that offer enhanced privacy protections, personnel should review the tool’s privacy policy and terms of service to understand how data is handled. Personnel should avoid entering more confidential information than is necessary for the task at hand and should follow any tool-specific guidelines provided by the Firm. 
[Privacy policies change frequently and should be reviewed with each update.]
5.4 No Expectation of Confidentiality with External AI
Unless a tool has been specifically vetted and confirmed by the Firm to maintain confidentiality, personnel should assume that any information entered into an AI tool may be stored, reviewed, or used by the tool’s provider. Under no circumstances should personnel rely solely on an AI provider’s marketing claims regarding data privacy without independent verification by the Firm.
5.5 Vendor Contractual Requirements
Before the Firm adopts or permits use of any AI-enabled vendor or tool for client or Firm work, the Firm will conduct appropriate due diligence and ensure the vendor agrees in writing to:
1. Maintain confidentiality and security consistent with the Firm’s standards and professional obligations
1. Limit data retention and access to what is necessary for the service
1. Refrain from using Firm or client data to train AI models without express written permission
1. Provide prompt notice of any security incident involving Firm or client data
1. Allow for data export and deletion upon termination of the relationship
1. Disclose the use of subcontractors or sub-processors who may access Firm or client data
1. Not claim ownership or proprietary rights over Firm inputs or outputs
[It may not be possible to require alteration of an AI’s privacy settings depending on the availability of individualized agreements.]
6. Accuracy, Verification, and Citation
6.1 Mandatory Verification
All legal authorities, including cases, statutes, regulations, and secondary sources, and all factual assertions generated or assisted by AI must be independently verified from trusted primary sources or established research databases before being cited or relied upon. Users must confirm that cited authorities exist, are accurately described, remain good law, and are correctly cited. 
[It is important to be clear that one AI may not be used to verify another. Rather, sources such as traditional Lexis, Westlaw, or Fastcase must be used.]
6.2 Prohibition on AI-Only Citations
No attorney may cite an AI tool as a legal authority. AI-generated legal references must be verified against primary sources and cited to those sources. The use of AI does not eliminate the attorney’s obligation to independently confirm every case, statute, and record citation.
6.3 Documentation of Verification
For Tier 3 work product (court filings and legal analysis, as described in Section 6.4 below), the responsible attorney should document how key AI-assisted analyses were verified. This documentation should be maintained in the matter file and should note which authorities were checked, the sources used for verification, and the date of verification. 
[Malpractice carriers often ask about a firm’s verification procedures. In addition, if questioned by the court, the ability to show the verification process is critical.]
6.4 Tiered Human Review
All AI-generated output must be reviewed before use. The level of review required depends on the nature and risk level of the work product:
Tier 1 – Internal/Administrative Use (Standard Review): AI-generated content used for internal purposes only, such as meeting agendas, internal summaries, administrative communications, or initial brainstorming. These require a basic review for accuracy and appropriateness before sharing outside a lawyer’s team.
Tier 2 – Client-Facing Communications (Thorough Review): AI-assisted drafts of client emails, letters, memoranda, or any communication that will be seen by a client or opposing party. These require thorough review by a qualified attorney for accuracy, tone, completeness, and compliance with professional obligations.
Tier 3 – Court Filings and Legal Analysis (Comprehensive Verification): AI-assisted briefs, motions, legal research memoranda, contracts, or any document that will be filed with a court or agency, or upon which a client will rely for legal decision-making. These require comprehensive verification, including independent confirmation of all cited legal authorities, verification of factual accuracy, documentation of the verification process, and review by a supervising attorney where applicable.
Treat AI output as you would an untested draft from a law clerk or recent graduate: helpful as a starting point but requiring careful review and professional judgment before use.
[Customize these tiers to match your firm’s practice areas, size, and risk tolerance.]
6.5 Prohibited Sole Reliance
No attorney or staff member shall rely solely on AI-generated output without independent verification outside of an AI tool. AI tools are aids and supplements to professional judgment, not replacements for it.
7. Bias, Fairness, and High-Risk Uses
7.1 Awareness of AI Bias
All AI tools used by the Firm must align with the Firm’s ethical standards and values. Personnel must be aware that AI systems can reflect and amplify biases present in their training data or design. AI-generated outputs should be critically evaluated for potential bias, particularly when they may impact case strategy, client interactions, or legal analysis.
7.2 High-Risk Decision-Making
Any AI use that influences decisions about employment, credit, housing, or other high-risk areas, whether for the Firm internally or on behalf of clients, must be reviewed by a supervising lawyer knowledgeable about applicable anti-discrimination and regulatory requirements. For tools used in such contexts, the Firm should conduct a bias-and-impact review, including evaluating vendor-provided information, testing where feasible, and establishing ongoing monitoring.
7.3 Advising Clients on AI Systems
Where the Firm is advising clients on their own AI systems or AI-related matters, lawyers should consider and discuss potential bias, explainability, documentation requirements, disparate impact, and regulatory obligations as part of their counsel.

8. Supervision, Training, and Responsibilities
8.1 Supervisory Obligations
Partners and supervising lawyers are responsible for overseeing how associates, staff, contractors, and vendors use AI on matters they supervise. This responsibility mirrors the supervisory obligations under Model Rules 5.1 and 5.3; AI-assisted work must be supervised with the same diligence as any other delegated work. Supervising lawyers should establish clear expectations at the practice-group or matter level regarding which tools may be used, for which tasks, and what level of review is required.
8.2 Training Requirements
All personnel must receive baseline training on the Firm’s policies and allowed tools before using AI tools in connection with Firm business. Training must cover:
1. Capabilities and limitations of approved AI tools
1. This policy and related Firm procedures
1. Risks of hallucinations, outdated information, and bias
1. Confidentiality and data handling requirements
1. Applicable ethical rules, court orders, and professional responsibilities
1. Each individual’s personal responsibility to follow these guidelines
The Firm will coordinate periodic training sessions, updates, and communications regarding AI policy and best practices. Training programs will be updated as AI use increases and the technology advances.
8.3 Individual Responsibility
Every attorney, paralegal, and staff member is individually responsible for complying with this policy. The use of AI does not diminish any person’s professional obligations or relieve them of responsibility for the accuracy, completeness, and quality of their work product.
9. Disclosure and Transparency
9.1 Court and Tribunal Disclosures
Attorneys must comply with any court rules, standing orders, or tribunal requirements regarding the disclosure of AI use in the preparation of filings, briefs, or other submissions. Where required, attorneys must affirmatively disclose the use of AI tools. Even where not expressly required, attorneys should exercise professional judgment regarding voluntary disclosure. If uncertain whether a court rule applies, consult the responsible partner or [DESIGNATED AUTHORITY] before filing.
9.2 Client Disclosures, Informed Consent, and Engagement Letters
By default, the Firm will not routinely disclose incidental, low-risk AI use (e.g., grammar correction, internal summaries, brainstorming) to clients, unless required by court rules. However, where AI plays a material role in delivering legal services on a matter, such as AI-assisted legal research, drafting of substantive documents, or analysis that significantly shapes case strategy, the responsible attorney should educate the client about the benefits, risks, and limitations of the technology and seek the client’s informed consent to its use. This obligation arises from the duty of communication under Model Rule 1.4 and the duty of competence under Model Rule 1.1.
The Firm should incorporate language regarding its approach to AI use into engagement letters or matter-opening documents, including any limitations, disclosures, or client consent provisions. 
[This default should be tailored to reflect the firm’s chosen approach, client expectations, and applicable ethical guidance in the firm’s jurisdiction. Some clients, particularly institutional and government clients, may require specific disclosures or prohibitions.]
9.3 Counseling Clients on Their Own AI Use
Lawyers have an obligation to counsel clients about risks that may affect the representation, including risks arising from the client’s own use of AI tools. Attorneys should advise clients that:
1. Inputting privileged attorney-client communications, legal strategy, or confidential case information into consumer AI tools may constitute an inadvertent disclosure that could jeopardize or waive the attorney-client privilege.
1. AI tools may store, retain, or use inputs for model training, meaning that confidential information shared with an AI tool may not remain confidential.
1. The law regarding AI and privilege waiver, confidentiality, and the duty to preserve electronically stored information in the context of AI use is still developing and largely unsettled. Courts have not yet provided definitive guidance on whether inputting privileged information into AI tools constitutes a waiver of privilege, and the answer may vary by jurisdiction.
1. Clients should consult with their attorney before using AI tools in connection with any matter in which the Firm is providing representation, particularly where sensitive or privileged information may be involved.
[The Firm should consider incorporating a brief advisory about client-side AI risks into its engagement letters or intake materials, and attorneys should raise this issue with clients when circumstances warrant, particularly in litigation and matters involving sensitive information.]
9.4 Client-Specific Restrictions on AI Use
If a client prohibits or restricts the use of AI tools on their matters, the following steps must be taken:
1. The restriction must be documented in the engagement letter or matter file.
1. All team members assigned to the matter must be notified of the restriction.
1. The restriction must be followed without exception.
1. Any questions about the scope or application of the restriction should be directed to the responsible partner.
Failure to honor a client’s AI restrictions is a violation of this policy and may constitute an ethical breach.
10. Billing Practices
AI-assisted work must be billed ethically and in compliance with the Firm’s obligations under the Rules of Professional Conduct. Attorneys must not bill clients for time that was not actually spent due to AI assistance. If AI tools significantly reduce the time required for a task, billing should reflect the actual time and effort expended. The Firm acknowledges that AI is used to enhance timeliness and quality of service, but all advice and filings remain the responsibility of the Firm’s licensed attorneys. The Firm will develop and maintain guidelines for transparent billing of AI-assisted work. 
[Consider using value added billing to reflect attorney knowledge and experience in addition to traditional hourly billing.]
11. Intellectual Property Considerations
Personnel should be aware that AI-generated content may raise intellectual property concerns, including questions regarding copyright ownership and originality. Attorneys should not represent AI-generated work as entirely their own original work product without appropriate disclosure. Personnel should also be cautious about entering Firm proprietary information, work product, or templates into AI tools, as this may affect confidentiality and intellectual property protections.
12. Incident Response Plan
12.1 Types of AI-Related Incidents
An AI-related incident includes, but is not limited to:
1. The accidental disclosure of confidential or privileged client information to an unapproved AI tool
1. The filing or submission of AI-generated content containing fabricated legal authorities, misstatement of holdings, inaccurate facts, or otherwise hallucinated information
1. A data breach involving an AI tool provider
1. The discovery that an approved tool has changed its data handling practices in a way that compromises confidentiality
1. The discovery that AI-generated output reflecting bias was used in a client matter or Firm decision
1. Any violation of a client-specific restriction on AI use
1. Any other event in which the use of AI may have caused or may cause harm to the Firm or its clients
12.2 Immediate Response Protocol
Upon discovering or suspecting an AI-related incident, personnel must take the following steps:
1. Stop: Immediately cease using the AI tool involved in the incident.
1. Report: Notify [DESIGNATED AUTHORITY] as soon as possible, and no later than [24 hours] after discovery of the incident.
1. Document: Preserve all relevant information, including screenshots, prompts entered, outputs received, and the date and time of the incident.
1. Contain: If confidential information was disclosed, take immediate steps to mitigate the exposure, including requesting deletion from the AI provider if possible and reviewing the provider’s data retention policies.
[The policy should confirm whether containment should take place prior to notification of DESIGNATED AUTHORITY.]
12.3 Investigation and Remediation
[DESIGNATED AUTHORITY] will investigate the incident, assess the scope and severity of any harm, determine whether client notification is required, and implement corrective measures. The Firm will consider whether to:
1. Notify affected clients promptly and transparently
1. Report the matter to the appropriate disciplinary authority
1. Notify the Firm’s malpractice insurance carrier
1. Engage outside counsel as appropriate
1. Remove the tool from the approved list or impose additional restrictions
All incidents and their resolutions will be documented and used to inform updates to this policy and the Firm’s training programs.


13. Agentic AI: Heightened Obligations and Deployment Requirements
13.1 Definition and Scope
Agentic AI tools differ from standard generative AI. Standard generative AI responds to a prompt and waits for the next one. Agentic AI breaks complex goals into sequential steps, takes actions using external tools and system integrations, self-corrects based on results, and executes multiple steps without requiring a human prompt at each stage.
Examples include tools that independently conduct multi-stage legal research, draft documents while cross-referencing matter files, access and update practice management records, manage calendars or deadline tracking, or execute workflows involving external services. For purposes of this policy, an agentic AI tool is any AI system capable of initiating, executing, or completing a sequence of actions autonomously without requiring a human prompt at each step.

13.2 Heightened Risk
	Core distinction: With standard generative AI, the attorney reviews each step at the prompt level. With agentic AI, multiple steps may complete -- each potentially building on errors from prior steps -- before any human reviews the output. The result can be cascading errors that are difficult to detect and disproportionately harmful.



Agentic tools present heightened risk in the following areas:
1. Cascading errors: An error at an early step may propagate through subsequent steps and compound before any attorney reviews the output.
1. Invisible actions: An agent may access files, send communications, or take other actions not immediately visible to the supervising attorney.
1. Confidentiality exposure: Agentic tools that connect to external services or APIs may transmit client data to additional third parties beyond those in the tool's primary privacy policy.
1. Scope creep: An agent given broad instructions may take actions beyond the intended scope without notice.
1. Accountability gaps: When an agent causes harm, identifying the source of the error may be significantly more difficult than with standard AI output.

13.3 Pre-Deployment Requirements
No agentic AI tool may be used in connection with any Firm matter until all of the following conditions are satisfied:
1. The tool has been reviewed and approved by [DESIGNATED AUTHORITY] under the standard evaluation process in Section 3.
1. IT has reviewed and approved all system integrations the tool will use, including but not limited to connections to practice management software, document systems, external databases, email, or calendars.
1. The Firm has defined in writing the specific tasks the agent may perform autonomously and the tasks requiring human review and approval before the agent proceeds.
1. A designated supervising attorney has been identified for each deployment.
1. The applicable client, if any, has been informed of agentic AI use and has consented where required under the Firm's disclosure obligations.

13.4 Human Approval Gates
For each agentic tool deployment, [DESIGNATED AUTHORITY] must define in writing:
1. Permitted Autonomous Actions: Tasks the agent may complete without human review.
1. Human Approval Gates: Tasks requiring explicit attorney approval before the agent proceeds.
1. Prohibited Autonomous Actions: Actions the agent may not take without escalation, regardless of instructions.

	Tasks that should generally require Human Approval Gates: filing any document with a court; sending communications to clients, opposing counsel, or third parties; initiating financial transactions; modifying or deleting records; generating Tier 3 work product; and any action that is irreversible.



13.5 Documentation and Audit Trail
All agentic AI deployments must maintain a complete audit trail including: each action taken by the agent with timestamps; each data source accessed; each external service or system contacted; supervising attorney review and approval at each Human Approval Gate; and any error, unexpected action, or deviation from expected behavior. This documentation must be retained in the relevant matter file.

13.6 Supervision Requirements
Rules 5.1 and 5.3 apply to agentic AI with full force. The supervising attorney is responsible for all output and actions produced by an agentic tool, regardless of whether the tool operated autonomously. Supervision requires meaningful oversight at appropriate Human Approval Gates throughout the workflow -- not merely defining the task at the outset and reviewing the final output.
The supervising attorney must understand what actions the agent is authorized to take before deployment; review and approve output at each Human Approval Gate; monitor the audit trail for unexpected or out-of-scope actions; and immediately escalate any incident under Section 11 (Incident Response).


13.7 Zero Trust Principles for Agentic Deployments
The Firm applies Zero Trust principles to all agentic AI deployments:
1. Verify explicitly: Every action an agent proposes to take must be verified against the defined scope of Permitted Autonomous Actions before execution.
1. Use least privilege: Agents are granted access only to the data, systems, and tools necessary for the specific authorized task. Broad system access is not granted where narrow access is sufficient.
1. Assume breach: Agentic workflows must be designed with the assumption that an agent may be compromised or manipulated. Prompt injection attacks -- where malicious content in a document or data source causes an agent to take unintended actions -- are a documented risk. Irreversible permissions must not be granted without human approval gates.

13.8 Shadow AI and Unauthorized Agentic Tools
Personnel are prohibited from deploying or using any agentic AI tool not approved under this section, including tools accessed through personal accounts, free tiers, or browser-based integrations. Unauthorized use of an agentic tool is an absolute violation of this policy. Unlike general AI tool misuse, unauthorized agentic tool use creates risks that cannot be mitigated retroactively.
[DESIGNATED AUTHORITY] and IT are authorized to use shadow AI detection tools to identify unapproved agentic applications in use across firm systems. Usage logs may be reviewed to identify confidential data being shared with unauthorized tools or services.

13.9 Policy Update Obligation
Given the rapid evolution of agentic AI capabilities, this section requires more frequent review than other sections of this policy. [DESIGNATED AUTHORITY] is responsible for monitoring agentic AI developments and updating this section accordingly. Any new agentic tool deployment must be reviewed under the then-current version of this section before deployment.
14. Reporting, Compliance, and Consequences
14.1 Reporting Violations
Any personnel who become aware of a violation of this policy, or who suspect that client confidentiality may have been compromised through the use of an AI tool, must immediately report the matter to [DESIGNATED AUTHORITY]. Reports will be addressed promptly and confidentially.
14.2 Consequences of Violations
Violations of this policy may result in disciplinary action, up to and including termination of employment, consistent with Firm policy and applicable law. Violations that result in breaches of client confidentiality or professional responsibility obligations may also give rise to ethical complaints, malpractice claims, or other legal consequences.

15. Policy Review and Updates
This policy will be reviewed and updated on a [quarterly/semi-annual/annual] basis, or more frequently as needed in response to:
1. Changes in AI technology and the tools available to legal professionals
1. New or updated ethical guidance, including ABA formal opinions (such as ABA Formal Opinion 512), state bar advisory opinions, and joint state ethics opinions
1. Court rules or standing orders governing AI use and disclosure
1. Changes in applicable laws and regulations
1. Lessons learned from AI-related incidents at the Firm or in the broader legal community
The Firm should actively monitor its state bar’s ethics opinions and the ABA Center for Professional Responsibility for AI-related updates and guidance. Practitioners should also monitor local court rules and standing orders, as AI disclosure requirements are proliferating rapidly across jurisdictions.
The [AI Committee, Compliance team, IT department, firm partners, or designated AI champions] will oversee updates and communicate any policy changes to all staff. All personnel will be notified of material changes to this policy.


APPROVAL AND SIGN-OFF
This policy has been reviewed and approved by the following Firm leadership:

	 
Managing Partner
	 
Date

	
 
[Compliance Officer / IT Director / AI Committee Chair]
	
 
Date




EMPLOYEE ACKNOWLEDGMENT
I have read, understand, and agree to comply with this Law Firm AI Use Policy. I understand that violations of this policy may result in disciplinary action and that I have an individual responsibility to follow these guidelines in my work.

	 
Signature
	 
Date

	
 
Printed Name
	
 
Title/Position



	IMPLEMENTATION NOTE: Before adopting this policy, consider forming a small committee of stakeholders to review and customize it for your firm. This committee should include firm leadership, attorneys who regularly use AI tools, at least one person who has expressed skepticism or concerns about AI, and any IT or operations staff. Involving a diverse group will produce a more practical policy and increase buy-in across the firm. Consider establishing “standing orders” at the practice-group or matter level that specify which tools may be used, for which tasks, and what review is required. Addressing concerns from skeptical team members during the drafting process will improve adoption when the policy is rolled out.
Rollout: Schedule an internal training meeting to walk the entire team through the policy before asking for signatures. This is not a policy to distribute by email and hope people read it. Use the meeting to discuss real scenarios, answer questions, and demonstrate approved tools. The upfront investment in training will prevent costly mistakes later.
Review Cadence: We recommend reviewing this policy at least annually, and more frequently when triggered by new bar opinions, court standing orders, or significant changes in AI technology. Put the review date on the firm calendar now, if it is not scheduled, it is unlikely to happen.



	ABOUT THIS TEMPLATE: 
This AI Use Policy template was provided by Jennifer Ellis, Esquire of Jennifer Ellis, JD, LLC (jlellis.net). 

Jennifer Ellis focuses on AI ethics and risk mitigation consulting for law firms. 

This document is provided for informational and educational purposes only and does not constitute legal advice. No attorney-client relationship is formed by the review, download, or use of this document. Attorneys should consult the ethical rules and advisory opinions in their own jurisdictions and modify this template accordingly.





Law Firm AI Use Policy
Customization Checklist
1. Firm Identity & Governance
1. Insert Firm Name
1. Insert Effective Date
1. Insert Revision Date
1. Identify the Designated Authority (individual or group) responsible for AI approval and oversight
1. Decide whether oversight is centralized (firmwide) or delegated (practice‑group level)
2. Definitions
1. Define “AI Tools” for purposes of the policy
Consider including: legal research platforms with AI features, generative AI chatbots, document drafting/review tools, e‑discovery analytics, transcription services, practice management AI features, and internally developed systems.
1. Define “Generative AI” separately if the policy imposes stricter rules on generative tools
1. Confirm that the definitions capture embedded AI features personnel may not recognize as “AI”
Many tools (e.g., practice management software, email clients, browsers) now include AI features that users may not think of as AI.
3. Ethics & Professional Responsibility Anchors
1. Map the following Model Rules to your jurisdiction’s specific rule numbers:
1. Competence (Model Rule 1.1)
1. Confidentiality (Model Rule 1.6)
1. Communication (Model Rule 1.4)
1. Candor to the Tribunal (Model Rule 3.3)
1. Supervisory Responsibilities (Model Rules 5.1 and 5.3)
1. Fees (Model Rule 1.5)
1. Unauthorized Practice (Model Rule 5.5)
1. Conflicts of Interest (Model Rules 1.7 and 1.9)
1. Meritorious Claims (Model Rule 3.1)
1. Misconduct (Model Rule 8.4(c))
1. Decide whether to reference ABA Formal Opinion 512 (2024)
1. Reference applicable state bar AI opinions (e.g., PBA/Philadelphia Bar Joint Opinion 2024‑200)
1. Include a statement that AI cannot replace professional judgment and lawyers remain fully responsible for all work product
4. Approved AI Tools Governance
1. Decide who evaluates and approves AI tools
1. Establish where the approved tools list lives (intranet, policy appendix, IT portal, etc.)
1. Determine how often the list is reviewed and updated
1. Decide whether:
1. Enterprise and consumer tools are treated differently
1. Personal accounts are categorically prohibited
1. Browser extensions and embedded AI require separate approval
1. Populate the Approved Tools List (or leave intentionally blank if maintained elsewhere)
5. Tool Categories & Risk Tolerance
1. Review the AI tool categories listed and confirm they reflect the firm’s actual technology stack
1. Decide whether to:
1. Add practice‑specific categories (e.g., family law, immigration, criminal defense)
1. Impose stricter rules for high‑risk practice areas
1. Restrict AI use entirely for certain matter types
1. Customize the Permitted vs. Prohibited Uses tables to reflect:
The firm’s risk tolerance
Client expectations
Jurisdictional constraints
6. Shadow AI Use, Improper Data Entry & IT Oversight
1. Define what constitutes “shadow AI use” for the firm
Includes unapproved tools on personal devices, browser extensions, embedded AI features, and personal accounts.
1. Confirm that the prohibition on unapproved tools extends to:
1. Personal devices used for Firm business
1. Mobile applications with AI features
1. Browser extensions and plugins
1. AI features embedded in non-AI software
1. Define categories of improper data entry, including:
1. Client-identifying information in tools not approved for confidential data
1. PHI, PII, or information subject to protective orders
1. Entire client files, engagement letters, or privileged communications
1. Financial account numbers, Social Security numbers, immigration records
1. Confirm that anonymization and placeholder use is required when possible
1. Decide the role of IT in monitoring and enforcement:
1. Web traffic log review for unapproved AI platforms
1. Software installation and browser extension monitoring
1. API call and data transfer auditing
1. Endpoint activity review
1. Decide whether to implement technical controls:
1. DNS-level blocking of unapproved AI platforms
1. Browser extension management policies
1. Data loss prevention (DLP) tools for outbound AI traffic
1. Confirm that circumvention via personal devices or networks is a policy violation
1. Designate who receives IT reports of suspected violations
7. Confidentiality & Data Handling Rules
1. Decide whether any consumer AI tools are permitted at all
1. If yes, confirm:
1. Mandatory redaction/anonymization requirements
1. Clear examples of prohibited data inputs
1. Use of placeholders is required
1. Determine whether enterprise AI tools:
1. Are treated as confidential by default
1. Still require data minimization
1. Align this section with existing:
1. Confidentiality policies
1. Data security policies
1. Client data handling rules
8. Vendor Due Diligence
1. Establish a vendor evaluation process for AI tools covering:
1. Security standards and certifications (SOC 2, ISO 27001, etc.)
1. Data residency and storage locations
1. Whether vendor uses inputs for model training or improvement
1. Subcontractor and third‑party data sharing
1. Breach notification and incident response commitments
1. Data export and deletion rights
1. Rights the vendor claims over firm inputs or outputs
1. Require review of vendor privacy policies and terms of service before approval
1. Establish a process for monitoring vendor policy changes after initial approval
Privacy policies change frequently and should be reviewed with each update.
9. Verification & Citation Standards
1. Confirm the firm’s primary research sources for verification (e.g., Westlaw, Lexis, Fastcase)
1. Decide whether verification documentation is:
1. Mandatory only for court filings
1. Required for client‑facing work
1. Required for all AI‑assisted legal analysis
1. Decide where verification records are stored (matter file, research memo, internal checklist)
10. Tiered Review Framework
1. Confirm the three‑tier structure aligns with firm workflows
1. Decide whether:
1. Certain practice groups require elevated review by default
1. Nonlawyer use is limited to Tier 1 only
1. Supervisory review must be documented
1. Train supervisors on how AI use fits into Rules 5.1 and 5.3 obligations
11. Client Disclosure & Consent
1. Decide the firm’s default approach:
1. No disclosure for incidental AI use
1. Disclosure for material AI use
1. Client‑by‑client determination
1. Decide whether AI disclosures will be:
1. Included in engagement letters
1. Provided as a standalone disclosure
1. Addressed orally and documented
1. Identify who approves client disclosures and consent language


12. Court & Tribunal Disclosure Requirements
1. Inventory which courts in the firm’s jurisdictions have AI‑specific standing orders or local rules
1. Establish a process for monitoring new court orders regarding AI disclosure
1. Decide whether the firm will voluntarily disclose AI use in filings even where not required
1. Create standard disclosure language for use when required or elected
13. Client‑Imposed AI Restrictions
1. Establish a process to:
1. Capture AI restrictions at intake
1. Flag restricted matters in the case management system
1. Notify all team members assigned to the matter
1. Decide who resolves ambiguity when client restrictions are unclear
14. Billing Practices
1. Decide how AI‑assisted work is reflected in billing narratives
1. Confirm alignment with:
1. Hourly billing policies
1. Value‑based billing practices
1. Client billing guidelines
1. Train attorneys on avoiding billing inflation due to AI efficiency
15. Intellectual Property
1. Address copyright ownership questions for AI‑generated work product
1. Establish guidelines on representing AI‑generated content as original work product
1. Set rules for protecting firm proprietary information, templates, and work product from ingestion into AI tools
1. Address any IP implications of AI tools’ terms of service (e.g., vendor claims over outputs)
16. Malpractice Insurance Coordination
1. Confirm whether the firm’s carrier:
1. Requires disclosure of AI use
1. Imposes restrictions on court filings
1. Excludes certain AI‑related claims
1. Decide who is responsible for:
1. Carrier communication
1. Periodic coverage review when AI practices change
17. Training & Rollout
1. Decide who must receive training:
It is recommended that all employees, including attorneys, receive training
1. All personnel
1. Lawyers only
1. Role‑based training
1. Decide training cadence:
1. Onboarding only
1. Annual
1. Triggered by policy updates
1. Schedule live training before policy sign‑off
1. Prepare real‑world scenarios for discussion
18. Incident Response & Reporting
1. Identify the incident reporting contact
1. Set the reporting timeline (e.g., within 24 hours)
1. Define types of AI‑related incidents that trigger the response protocol
1. Establish immediate response steps:
1. Stop: Cease use of the tool for the affected matter
1. Report: Notify the designated contact
1. Document: Record what happened, what data was involved, and what tool was used
1. Contain: Take steps to limit further exposure
1. Align AI incident response with:
1. Data breach response plans
1. Client notification obligations
1. Decide when to involve:
1. Malpractice carrier
1. Outside counsel
1. Ethics counsel
1. Disciplinary authority

19. Enforcement & Consequences
1. Confirm disciplinary consequences align with existing HR policies
1. Decide whether violations are handled as:
1. Ethics violations
1. Security violations
1. Both
1. Decide whether repeated violations trigger retraining or tool restrictions
20. Review & Update Cadence
1. Choose review frequency (annual, semi‑annual, quarterly)
1. Assign responsibility for:
1. Monitoring ethics opinions
1. Tracking court standing orders
1. Updating internal guidance
1. Put the next review date on the firm calendar
20.5 Agentic AI Governance
1. Determine whether the firm currently uses or plans to use agentic AI tools.
1. If yes, identify which tools are in use or under evaluation.
1. Designate who approves agentic tool deployments (DESIGNATED AUTHORITY plus IT).
1. For each approved tool, define Permitted Autonomous Actions, Human Approval Gates, and Prohibited Autonomous Actions.
1. Confirm IT has reviewed all system integration points for each agentic tool.
1. Confirm audit trail and documentation requirements are in place for each deployment.
1. Identify a supervising attorney for each agentic tool deployment.
1. Confirm Zero Trust principles are incorporated into each deployment.
1. Confirm IT has shadow AI detection capability to identify unauthorized agentic tools in use.
1. Schedule more frequent review of this section given the rapid evolution of agentic AI.
21. Final Approval & Acknowledgment
1. Identify required signatories
1. Decide whether acknowledgment is:
1. One‑time
1. Required after updates
1. Integrated into onboarding
1. Retain signed acknowledgments in personnel files
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